	

	Thieves Don't Take A Holiday 
The holiday season will soon be underway and more than ever, consumers will shop by mail, phone and the Internet. This means greater opportunities for thieves who hope that shoppers will drop their guard in pursuit of bargains and hard-to-find items. Protect yourself from fraud for a happy holiday season:
· Check out the seller. Be sure anyone selling though the Internet has a physical address, phone number and clearly posted policies relating to payment, refunds, delivery schedules, and the privacy of your information. Those selling by mail and phone should provide the same information. 
· Be wary of unsolicited phone calls. Thieves sometimes pose as well-known retailers, offering special deals available only by phone. Shop by phone only when you make the call, and to a merchant you know and trust. 
· Check out the product. Some sellers try to hide the fact the offered item is refurbished or a previously returned item. Be certain of the product description in the ads and examine items carefully when they arrive.
· Don't email financial information. Legitimate sellers won't request payment in this fashion. Enter personal and financial information only when there is a "lock" icon on the browser's status bar and look for the URL to read "https" versus "http". 
· Don't open suspicious attachments. Some Internet identity thieves will send spam email offering unbelievable bargains on hot items such as digital cameras, computers. The email includes an attachment that promises to explain how to obtain the promised item. By opening the attachment, however, you download a program that searches your computer for your personal information, and transmits that data to the thief.
· Keep your virus protection software and personal firewall up-to-date. Many software packages have features that allow an automatic check for updated virus definitions or enhanced protection; use these options to guard against hackers and thieves. Don't forget to use hard-to-guess passwords to further protect sensitive data.
· Be careful using unfamiliar ATMs. Need cash on your shopping trip? ATM's are popping up everywhere but some are found in high traffic areas where there are opportunities for thieves to observe your pin entry and use small cameras to film your transaction. 
· Know Your Rights. All retailers (including those using the Internet) must ship your order within the time limit they promised in their offer. If they didn't state a time limit they must ship within 30 days of receiving payment. If the retailer cannot ship within the promised date, they must allow you to cancel the order and receive a timely refund. 
· Keep Records. Save all documentation related to your purchases, including emails detailing on-line purchases. Make note of all phone purchases, including the phone number you called, when you called, and who you spoke with. Always ask for a confirmation number for your order to quickly reference the purchase if the item fails to arrive or you are not satisfied. 
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